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Definition

The Cyber Escape Room is derived from the Live Escape Room or only Escape
Room, in which small groups of people are locked together in a physical room
and have to leave their prison within a given time with the help of hidden clues and
objects.

The group has to solve a main task with the help of many puzzles building on
each other within the given time. They are observed by a person supervising
the action, who intervenes if something wrong is done or the group does not make
progress. The players can usually also become active themselves and request clues
from the game leader.

Quelle: https://de.wikipedia.org/wiki/Escape_Game

With the Cyber Escape Room, in contrast to the Escape Room, you are in a virtual environment (in the cyber space) and the topic also serves
as a security awareness measure in addition to the entertainment and teambuilding character.
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Motivation

2,278 views | Oct 4, 2017, 08:00am

Why You Should Gamify Your
Cybersecurity Training

Stephen Baer CommunityVoice
Forbes Agency Council CommunityVoice (i)

POST WRITTEN BY

Stephen Baer

Head of Creative Strategy and Innovation at The Game Agency and The Training
Arcade, creating solutions that educate and activate audiences.
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Cyber security is more than just technology. In more than 30% of security
incidents, the attack begins with an error caused by humans (e.g. programming-
error or a misconfiguration).

Various regulators have recognized this and placed an increased focus on
compliance with awareness measures.

The Cyber Escape Room can quickly motivate people through the principle of
storytelling and captivate them with fun in the topic area.

Through the existing descriptions, it is for the acting persons no problem to bring
themselves independently closer to the solution and to obtain own success
experiences. Due to the implemented vulnerabilities respectively security holes, it is
possible to understand the most important attacks in a very short time
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Introduction

Cyber Escape Room is a client-Server-based application developed for Cyber Security Awareness-Training
The application is in development since the beginning of 2018 in the german PwC Cyber Security & Privacy Team.

Have you always wanted to hack a bank? .

You

Using a classic triangle story, this cyber security simulation illustrates how
insider knowledge, criminal energy and opportunity combined with various
attack techniques and existing security vulnerabilities can be
combined by a accomplices to do a cyber attack.

Hacker

Specifically, a former disgruntled employee, in prison with limited access to the Internet, leads a cyber attack against his former employer, an
inconspicuous bank with an exquisite clientele. The aim of the attack is to facilitate the bank account of the managing director.

As part of the story, you perform the cyber attack against the bank, familiarizing themselves with common attack methods such as SQL
injection, Brute Force, and Cross Site Scripting (XSS).
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Environment

‘ No Installation required - seamless
\ Integration through WLAN Access Points

Full-Stack Simulation of the Internet
incl. Search Engine and Wikipedia

No obvious security faults like plain text
passwords or open administration acccess

Thr Geld muss immer fiir
Sie v

EI:! Interrelated vulnerabilities
"'.H with varying degrees of difficulty

E A realistic cyber security story with
different help and progress indicators

Brute Force '
Attack
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Challenges

Path Traversal to use an application to gain
unauthorized access to the file system

Guesthook

Brute-Force attack that can, in theory, be /
used to decrypt any encrypted data s+

Cross-Site scripting enables attackers to y
include client-side scripts into web pages
Mazebank:zle

S i Sessions Stealing and URL Manipulation to ’7@,
get access to user accounts

SQL Injections and Hash decryption allow to
spoof identity and tamper with existing data
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Attack Preview: Story and Game Introduction

The story begin with an E-Mail stored in your in
mailbox like attacker use it in the 1990s.

The E-Mail explains the story and is written backwards.
Can you read it?
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Burn after reading!
(25. April 2019 16:44) b

To: “hacker123” <hacker123@ihc.pwe>

!dneirf olleH

.era ydaerla noy naht regnad erom ni uoy tup ylno dluow eman ym tub ,flesym gnicudortni ton rof em esucxe
esaelp

.pleh ruoy deen I os ,flesym yb skeatta eht ekam ot elba ton ma I ,yletanutrofnU .etisbew eht fo seitilibarenluv
ytiruces gnitsixe tuoba egdelwonk evah I knab a fo tnemtraped TI eht fo eeyolpme remrof asA

naem I tahw wonk uoy fi ,ereht rohtua na ma I ,aidepikiW ni troppus rehtruf teg osla nac uoY .detpyrcne era
segassem ym ,detpecretni ylbaborp si noitacinummoc ruo ecnis tub ,liam-e aiv tcatnoc ni yats eW .stnuocca
ruo fo eno ot yenom sih refsnart neht dna elbissop sa tsaf sa niebnesiE revilO renwo knab eht fo tnuocca eht
revo ekat ot si laog ehT .yrruh ot evah ew os ,won thgir seitilibarenluv gnisole ysub yltnerruc si rednaxel A
rotartsinimda ehT

!sseccus taerg uoy hsiw I

sgniteerG

!won egassem siht eteled ,ecnedive on evael oT :.S.P
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Attack Preview: Path Traversal (1. Challenge)

Welcome!

hacker@ihc pwc (25.April 2019 16:46)

The first challenge is presented as a riddle in an e-mail. [

The text guide you to the target bank website and
introduce the use of Wikipedia. Welcome hacker123

I'm glad you're supporting me in this tricky and top secret mission. To keep us both out of danger, I can't give youany
more details, you just have to trust me ;-)

Can you find the target bank website? Let's go:

W ho,
W hen,
W hat?

M v messages are encrypted,

A's atalented person who works

Z ealously,

E xtracting the informationen is easy.
B e relaxed, but also

A ttentive and be sure not to

N eglect any page.

K owledge is power

C omplex issues can occur
O rganize your thoughts and
M aster the challenge, good luck!

P.S.: Do you like reading? My favorite source is Wikipedia especially the article about Path Traversal is worth reading!
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Your value

After a short introduction you can do the simulation in teams up to two persons on one of our provided laptops on your own.
No detailed knowledge in IT-Security is necessary.

Further benefits are:

Sustainable security awareness with PwC developed methodology
New and exciting simulation with the help of gamification
Prevent successful social engineering attacks

Reduction of reputation damage

Reduction of security incidents by optimally sensitized employees

We offer the simulation in our premises or in-house for a number of 10-20 employees. The participants need only ability to
work on a laptop. For the introduction and progress display a projector or larger display is advantageous. Other hardware
such as servers, wireless routers and client laptops are provided by PwC. The Simulation is offered in German and English
language.
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Your contact

Achim Schafer

Cyber Security & Privacy

Phone: +49 69 9585-1022

E-Mail: achim.schaefer@pwc.com

Thomas Kiir

Cyber Security & Privacy
Phone: +49 69 9585-3481
E-Mail: klir.thomas@pwc.com

Philipp Fath

Cyber Security & Privacy
Phone: +49 69 9585-3471
E-Mail: philipp.fath@pwc.com
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